


The word 'economics' comes from two

Greek words, 'eco' meaning home and

'nomos' meaning accounts.
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E-COMMERCE INDUSTRY AND
ITS LEGAL IMPLICATIONS

-  S U C H I  G O E L  ( I S C ' 1 7 - 1 8 )

Data Protection - E-commerce companies process a huge amount of data every day

ranging from user clicks to the personal credit card or financial information. This sensitive

data can be misused for advertising purposes or handed to other third parties for financial

gains. Certain data privacy laws and policy frameworks, need to be adhered to by all

businesses in order to protect the privacy of consumers like- 

I) Inclusion of cookies policy, which outlines what data is collected from visitors and how it

is stored.

ii) What is the primary use of the data? What are other secondary uses?

iii) What third parties will have access to the information?

iv) What security measures are in place to ensure the confidentiality and accuracy of

information?

The e-commerce ecosystem has become one of the most crowded startup spaces over the

past few years. But, we have to agree that such growth is prone to a lot of challenges too!

While running e-commerce startups, a lot of legal barriers come in many forms, with each

barrier presenting a different challenge for the business. As such, it is vital for every e-

commerce business to remain aware of all the regulatory and legal obligations to avoid

legal disputes in the future.

Here is a list of legal issues that commonly arise while starting an e-commerce business-

Intellectual Property Rights - Managing intellectual property assets including patents,

trademarks and copyright has become a challenge for all e-commerce industries. Before

drafting business plans for e-businesses, an entity must conduct an IP Audit to clearly

identify its IP assets relevant to e-commerce. Relevant IP rights notices, and trademark

and copyright disclaimers should also be inserted to restrict infringement.
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E- Contracts- Electronic contracts are governed by the basic principles provided in the

Indian Contract Act, 1872 ("ICA"), and Information Technology Act, 2000 ("IT Act") provides

legal validity to e-contracts. So, both ICA and IT Act need to be read in conjunction to

understand and provide legal validity to e-contracts. In an online agreement between

parties, such as an email conversation between parties there may be several issues. Since in

e-contracts we cannot see the parties physically, minors may enter into contracts, consent

may or may not be free, digital signatures might be false. Hence, it is really crucial for all

online businesses to create a form that contains the essentials of a valid contract.

Efficient Service Management - More and more businesses are realizing the potential

benefits of going digital, so in order to stay at the forefront, organizations need to be

providing flawless service. The Consumer Protection Act, 1986 ("CPA") governs the

relationship between consumers and goods & service providers. Liability for a goods/service

provider arises when there is a "deficiency in service" or "defect in goods" or the occurrence

of "unfair trade practice". The goods/service providers may be asked to remove

defects/deficiencies, replace the goods, return the price already paid, compensate and

discontinue the unfair trade practice or the restrictive trade practice and not repeat them.

Keeping this in mind and to address the new set of challenges faced by consumers in the

digital age, the Indian Parliament, on 6 August 2019, passed the landmark Consumer

Protection Bill, 2019 which aims to provide the timely and effective administration and

settlement of consumer disputes. 

Key Highlights of the New Act:

- Covers E-Commerce Transactions.                                                 

- Enhancement of Pecuniary Jurisdiction.                                                               

- E-Filing of Complaints.                                                                                       

-Establishment of Central Consumer Protection Authority.                         

- Product Liability & Penal Consequences.                                                    

- Unfair Trade Practices.                                                                                         

- Penalties for Misleading Advertisement.
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With the New Act all set to become the law, gone are the days, where the 'consumer was

asked to beware'. A consumer is now the one who assumes to be treated like a King.

Hence, it is important for consumer driven businesses (such as, retail, e-commerce) to be

mindful of the changes in the legal landscape and have robust policies dealing with

consumer redressal in place.

At the end of the day, e-commerce is more about strategy and business management than

it is about technology. The online platform should not only provide innovative

infrastructure but also innovative and proprietary information structures with sufficient

protections and safeguards for its users. This will ensure the problems will remain at bay or

at least the companies would be prepared with a strategy to tackle them.



As of 31 December 2018, India had a population

of 130 crore people, 123 crores Aadhaar digital

biometric identity cards, 121 crore mobile

phones, 44.6 crore smartphones, 56 crore

internet users up from 481 million people (35%

of the country's total population) in December

2017, and 51 percent growth in e-commerce.

Digital India as a program has been considered

as a continuation of the long history of bias

towards Reliance Industries Ltd, which has

previously manifested in the form of altering

Telecom Regulatory Authority of India

regulations in favor of the company. Reliance

Jio has cited the Digital India initiative

numerous times for its own marketing

purposes. As a result of the movement, Internet

subscribers had increased to 500 million in

India as of April 2017. On 28 December 2015,

the Panchkula district of Haryana was awarded

for being the best as well as a top-performing

district in the state under the Digital India

campaign.

India is now adding approximately 10 million

daily active internet users monthly, 

which is the highest rate in the world.

Launched on July 1, 2015, by Indian Prime

Minister Shri Narendra Modi, the Digital

India campaign was started to ensure the

Government's services are made available to

citizens electronically by improved online

infrastructure and by increasing Internet

connectivity or making the country digitally

empowered in the field of technology. The

initiative includes plans to connect rural areas

with high-speed internet networks. It consists

of three core components: the development of

secure and stable digital infrastructure,

delivering government services digitally, and

universal digital literacy. It is both enabler

and beneficiary of other key Government of

India schemes, such as BharatNet, Make in

India, Startup India, and Standup India,

industrial corridors, Bharatmala, Sagarmala.

'I dream of a Digital India where

knowledge is strength and empowers the

people.’ 

- PM Narendra Modi
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